
O c t o b e r 29, 2015 
 
Hon. Ja mes R. Clapper 
Director, Office of the Direct or of National Intelligence 
Washington, DC  20511 
 
Dear Director Clapper: 
 
The undersi g n e d organiz a t i o n s, which are dedicat e d to preservi n g privacy and civil libertie s, 
write to reques t that you provid e  certai n basic informa t i o n about how Sectio n 702 of the Foreig n 
Intel l i ge n c e Surv e i l l a n c e Act (FISA) affec t s Amer i c a n s and other U.S. residen t s . Disclo s i n g this 
informa t i o n is necess a r y, we believ e, to enable  informe d public debate in advanc e of any 
legisla t i v e reautho r i z a t i o n efforts in 2017.  
 
We acknowle d g e that you have publicly released  a signific a n t amount of infor mat i o n about 
Sectio n 702, as well as declas s i f y i n g informa t i o n for inclusi o n in the re port of the Privacy and 
Civil Liberties Oversight Board (PCLOB). Thes e disclo s u r e s have been helpful, and we 
apprecia t e them. However, there remains a si gnificant and conspicuous knowledge gap when it 
comes to the impac t of Secti on 702 surveil l a n c e on America n s .  
 
Informat i o n about that impact is cr itical in light of of ficial represen t a t i o n s that Section 702 is 
aimed at forei g n threa t s and that  colle c t i o n of Ameri c a n s ’ infor ma t i o n is merel y “inci d e n t a l .” 
The Ameri c a n publi c must have the data neces s a r y  to evaluat e and weigh these offici al claims . 
Moreov e r, it is unacce p t a b l e that the governme nt itself has no idea how many Americ a n s are 
caught up in an intelli g e n c e program  ostensi b l y targete d at forei gn e r s . We therefo r e ask that you 
disclos e the followi n g infor ma t i o n, as discusse d further below: 
 

�x A public estima t e of the number of communi c a t i o n s or transa c t i o n s involv i n g Americ a n 
citize n s and reside n t s subjec t  to Section 702 surveill a n c e 1  on a yearly basis. 

 
�x T h e number of times each year that the FBI uses a U.S. person identi f i e r to query 

databa s e s that includ e Sectio n 702 data, and th e numbe r of times the querie s return such 
data. 

 
�x P o l i c i e s gover n i n g agenc i e s ’ no tifica t i o n of individu a l s that they inten d to use 

informa t i o n “deriv e d from” Sectio n 702 surv ei l l a n c e in judici a l or admi ni s t r a t i v e 
proce e di n g s . 

 

                                                 
1  This request seeks an estimate correspo n d i ng to each of the following categories:  

(1)  
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Estimate of How Many Communications Involving U.S. Residents Are Subject to Surveillance  
 
As you know, Senators Wyden and Mark Udall repe atedly have requested that you provide an 
estima t e of how many Americ a n commu n i c a t i o n s  are collect e d under Sectio n 702. In 2012, the 
NSA Inspecto r General studied whether such an assessme n t would be feasibl e . As relayed in a 
lette r from the Inspe ct o r Gener a l (IG) for th e Intell i ge n c e Commu n i t y, the NSA IG conclu d e d 
that dedi ca t i n g suffic i e n t resour c e s to such an assess me n t “would likely impede the NSA’s 
missio n . ” He also conclud e d that 
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protect i n g privac y, believe that a one-time, lim ited sampli n g of these commun i c a t i o n s would be 
a net gain for privac y if c o n d u c t e d under appropr i a t e 
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did so in only five cases, and there has not b een a single notifi c a t i o n in sevent e e n months . In 
additi o n, the Treasu r y Depart me n t ’s Office of Foreign Assets Control reported l y relies on 
Sectio n 702-derived informa t i o n but has never notif ie d those affecte d by its proceed i n g s . Reports 
also indi ca t e that some agenci e s enga g e in “p ar a l l e l const r uc t i o n ” : they recon s t r u ct Secti o n 702-
derive d infor ma t i o n using less co ntro v e r s i a l method s in order to  avoid disclosing the use of 
Section 702, on the dubious ground that  the recons t r u c t e d eviden c e is not “der iv e d from” Sectio n 
702 surveillance. 
 
Individuals should know whether th ey are being given a fair opportu n i t y to challen g e Section 
702 surveil l a n c e when the fruit of such survei l l a n c e is used against them. We ask that you 
disclos e how the Departme n t of Jus tice and othe r agenc i e s inter p r e t the statu t or y notifi c a t i o n 
require me n t, includin g the legal interpr e t a t i o n s that contr o l when those agenc i e s consi d e r 
eviden c e to be “deriv e d from” Section 702 surveill a n c e . These di sclosures also should make 
clear whethe r evidenc e collec t e d base d on a “tip ” arising from Section 702 surveillance is 
consid e r e d “deriv e d” eviden c e, and the circums t a n c e s in which agenci e s permit invest i g a t o r s to 
recons t r u c t eviden c e origin a l l y obtain e d under Secti o n 702 in order to  avoid notification. 
Keepi n g these key legal inter p r et a t i ons secret preve n t s the publi c fr om unders t a n d i n g how 
Sectio n 702 is used in practi c e, and perpet u a t e s th e anti-democra t i c practi c e of secret law.    
 
*** 
 
The Princip l e s of Intelli g e n c e Transparency, adopted by your offi ce in January and reaffir med 
throug h an impleme n t a t i o n plan issued by your o ffice two days ago, state that the Intell i ge n c e 
Commun i t y will “[b]e proact i ve and clear in making infor ma t i o n public l y availa b l e throug h 
authori z e d channel s, includin g taking affir ma t i v e steps to . . . provid e timely transp a r e n c y on 
matte r s of publi c inter e st . ” This is exact l y su ch a case. The FISA Amend me n t s Act is set to 
expire on Decemb e r 31, 2017. Knowin g the impact  of the law on Amer ic a n s is not only 
import a n t to an informe d public debate, it is essent i al . Discl os i n g the informa t i o n reque s t e d 
above will remov e three of the most signi f i c a nt barri e r s to that debat e . 
 
 
Sincere l y,  
 
Advocacy for Princip l e d Action in Governme n t 
Ameri c a n-Arab Anti-Discri mi n a t i o n Commi t t e e 
Ameri c a n Civil Libert i es Union 
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Electroni c Frontier Foundati o n 
Electr o n i c Privac y Informa t i o n Center (EPIC) 
Fight for the Future 
Free Press 
Governme nt Accountability Proj ect 
Liber t y Coali t i o n 
Nationa l Associa t i o n of Crimina l Defense Lawyers 
National Security Counselo r s 
New Ameri c a ’ s Open Techno l o g y Instit ut e 
Niskane n Center 
OpenTh e G o v e r n me n t . o r g 
PEN American Center 
Project On Governme n t Oversig h t 
R Street 
Restor e the Fourth 
The Sunlight Foundation 
TechFr e e d om 
Worl d Privacy Forum 
X-Lab 
  


