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likely have global impact. Encryption and other anonymizing tools and technologies enable
lawyers, journalists, whistleblowers, and organizers to communicate freely across borders and
to work to better their communities. It also assures users of the integrity of their data and
authenticates individuals to companies, governments, and one another.

We encourage you to support the safety and security of users by strengthening the integrity of
communications and systems. All governments should reject laws, policies, or other mandates
or practices, including secret agreements with companies, that limit access to or undermine
encryption and other secure communications tools and technologies. Users should have the
option to use — and companies the option to provide - the strongest encryption available,
including end-to-end encryption, without fear that governments will compel access to the
content, metadata, or encryption keys without due process and respect for human rights.
Accordingly:

* Governments should not ban or otherwise limit user access to encryption in any form or
otherwise prohibit the implementation or use of encryption by grade or type;

* Governments should not mandate the design or implementation of “backdoors” or
vulnerabilities into tools, technologies, or services;

* Governments should not require that tools, technologies, or services are designed or
developed to allow for third
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